Investigation: Cloud App Security - Activity logs, Files, Users and groups

Begin by expanding the menu on the left.
Select Investigate
Under Investigate select log.
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Note the column Headings showing what is being investigated for the
Activity

Create file policy: CAS policy File shared

o

5. Keep scrolling noticing the various activites shown

6. Click on the second blocked download to investigate it

Dowwndoad fike; fike Document. docx ) / oy W
Download file: file Document.docx
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7. Scroll down and take a look at some of the details of the document
8. Click on the blocked download agin to collapse the details.

9. Inthe single sign on line click on the pcicon

10. Scroll down and look at the Details

11. Click on the PCicon for log on

12. Take a look at the details for log on

13. Scroll up and click on Microsoft Cloud App... in the first log on line
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Scroll down and click on the Info tab

Look at the details shown

Click on the Accounts tab. Take a look at the details shown
Click on the Activity log. View the details

Click on the Alerts tab then expand the menu on the left
Select Investigate and click on Files

Take a look at the columns and note what they include
Expand the menu again and click on User Accounts
Keep scrolling down observing the accounts

Click on Joni Sherman’s email address to select her record
View the details of Joni Sherman’s accouunt

Click on close to close the details page

Click on Megan Bowen. View Megan’s details.

Click the 3 vertical dots to the right of Megan’s account

. View the available options fom the drop down menu

. Click back o the 3 dots to collapse the dropdown menu

. Close Mean’s details by clicking on the X at the top.

. Expand he left menu again

. Click on Connected apps

. Under Status click on Connection Error

. Click on Test now

. Close the window

You can also Edit App settings
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Click on the 3 dots to the right of Microsoft 365 App
Select Edit Settings

Select Office 365 files

Scroll down and click on Connect

Scroll up and close the office 365 window
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Click on the 3 dots again

Connect Microsoft Azure instance.

Click on
Click on Connect microsoft Azure
Close the Window



